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Introduction

About this document

This document explains how to deploy a ready-to-use PolyWorks | DataLoop server on Azure
using PolyWorks | DataLoop for Azure.

Introduction

PolyWorks | DataLoop for Azure deploys on Azure a ready-to-use PolyWorks | DataLoop server,
including SQL Server, an SSL certificate and all the PolyWorks | DataLoop server applications.

Through a user-friendly web form, PolyWorks | DataLoop for Azure executes the initial
deployment of a PolyWorks | DataLoop environment in the customer's Azure subscription. The
deployment includes the following server components:

o Microsoft Windows Server 2019 or later with Internet Information Services (l1S)

® Microsoft SQL server 2019 or later

® SSL certificate

® PolyWorks|DataLoop Core

® PolyWorks|DataLoop Web Interface Server

PolyWorks Collaborative Suite License Server

The following schema shows the different interactions during the deployment:

A Azure o
InnovMetric’s Subscription N
IM Dev/IT
@ WebApp DL Image (Template) Gallery
I/v\] web Provisioning DL 2021 DL 2022 C :
T/ Form Script IR4 IRZ
(.html) (Powershell)
Project Mgr
IMetrologist
(Customer)
Temporarily link during the deployment
i
Customer’s i
Customer’s On-prem LAN Subscription i
]
QE ﬁ DL Resource Group
—— s = 1| @5 ||
% PotyWork D Somiocy C N foi
m§ =k
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Scope and terms of use

This tool is meant to accelerate the deployment of your initial PolyWorks | DataLoop server. You
are responsible for the operation, the maintenance and the cost of the Azure resources
deployed. You must ensure that the deployed infrastructure respects the IT security policies
defined by your organization. To the maximum extent permitted by applicable law, InnovMetric
Software is not responsible and disclaims all liability for any data that could be lost, corrupted
or stolen arising out of the use or inability to use the Software Product. The current terms of
use include Microsoft Azure Service Agreement & Terms, Let's Encrypt Subscriber Agreement
and InnovMetric Software End-User License Agreement.
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1. Read first

1.1 Prerequisites

e You will need a Microsoft Azure account with a Contributor or Owner role inside a valid
Azure subscription. All Office365 users have access to an Azure account.

For more information on the different subscription types, please visit:
https://azure.microsoft.com/pricing/purchase-options/

Azure portal: https://portal.azure.com/

® You will also need your PolyWorks | DataLoop license unique ID provided by InnovMetric,
e.g. ABCDEF1234567890. Make sure it has not yet been registered.

e Send arequest to dataloopdeployment@polyworks.com to obtain the access rights to the
PolyWorks | DataLoop Azure VM images. Include the email address of the Azure account that
will be used to deploy the environment (e.g. jsmith@mycompany.com).

1.2 Specifications

Costs
s Cost (per month, 24/7 - 730 hours*,
Description R
taxes not included)

Esential (up to 25 DataLoop users) US $490
Standard_B4ms (4 vCPUs, 16GB RAM), 512GiB
SSD, Windows Server and SQL Server licenses
Increased capacity (recommended 25-50 US $680
DatalLoop users)
Standard_E4ads_v5 (4 vCPUs, 32GB RAM),
512GiB SSD, Windows Server and SQL Server
licenses

17TB +US $35
File storage 1.5TB +US $75

27TB +US $115

® Azure costs may vary and change; always monitor them on the Azure portal.

® You can easily modify the size (vCPUs, RAM) through the Azure portal.

® Prices include SQL Server Standard License — US $275/month.

® Costis similar for all available Azure regions, February 2025.

® (*) Note that if you put the virtual machine (VM) on a schedule to save some costs, it may
affect some tasks done during the night, e.g. data retention policies cleanup.
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Installed components

Component

Details

Operating system and default
applications

Microsoft Windows Server 2019 or later
Internet Information Services (11S)
Microsoft Windows Defender Firewall
Chrome 64-bit web browser

Microsoft SQL Server 2019 or later Standard Edition licensed

SQL Server as Pay As You Go within Azure
Microsoft SQL Server Management Studio 18
SSL Certificate Let's Encrypt 90 days free auto-renewable certificate

DatalLoop applications

PolyWorks | DataLoop Core
PolyWorks | DataLoop Web Interface Server
PolyWorks Collaborative Suite License Server

Inbound port requirements

Source Destination Port Notes

Metrology Suite 443 TCP HTTPS

Web browser - DataLoop Web

Interface

Web browser - DataLoop Core DataLoop Core

Administrator

DataLoop Web Interface Server

DataLoop Mobile Interface

Web browser - DataLoop Web DataLoop Web 443 TCP HTTPS

Interface Interface Server

DataLoop Mobile Interface

DataLoop Core 443 TCP HTTPS

DataLoop Web Interface Server | Collaborative Suite

Web browser - Collaborative License Server

Suite License Server

80 TCP HTTP-01 Challenge

Closed by default in
Windows Defender

Let's Encrypt SSL certificate D , Firewall. Only required

efault website i

renewal process Hit webs! during the SSL
certificate renewal
process. See
https://letsencrypt.org
/docs/challenge-types/

Access for maintenance or Windows RDP 3389 TCP RDP access configured

custom configuration service during the deployment
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Authentication

DataLoop accounts are ready to use. Other authentication options can be manually configured
(see the PolyWorks | DataLoop IT Administrator Guide and Azure online documentation).
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2. Deploy a PolyWorks | DatalLoop
environment on Azure

To deploy PolyWorks | DataLoop on Azure, proceed as follows:

1. Fill out the web form launched through MyPolyWorks custom portal on the InnovMetric
website (under Software Downloads > Data Management & Digital Connectivity > Express Cloud
Deployment).

11 PolyWorsiDataloop™ 2023 for - X |

<« C @ dataloopdeployment.polyworks.com Qe %« » 0 a

iInnovmetric

© PolyWorks|DataLoop™ 2023 for Azure

Need a hand? Take a look at the installation quide. Language [Engish _v]

Virtual machine (VM) Azure Licensing

Name * ©  serveriocation ©  Datalooplicense D" °

Administrator usemame * ©  subscriptionD* ©  Confimation email address * °
dladmin 30000000 IO IR X

Administrator password * @ TenantiD* °
XHO0000 KK KIOINK

Re-enter administrator password * o

Number of users * °

51025 (2VCPUs, 8 GIB memory)

Storage option * o

Azure biob storage (Elastic size)

() Enable access to the VM via Remote Desktop °

Allowed IP address for Remote Desktop

O Restrict access to DataLoop (HTTPS) o

Allowed IP address for DataLoop

Ex
© Build 2023.2.0002

Virtual machine (VM)

Specify the following information regarding the virtual machine:

e Name: The virtual machine name and unique URL prefix of your DataLoop environment
(maximum 13 characters). For example, if your virtual machine is called dataloopenv and
Canada Central is the selected server location, the full base URL of your environment would
be: https://dataloopenv.canadacentral.cloudapp.azure.com/.

e Administrator username: The Windows administrator username to access the Azure
Virtual machine through Remote Desktop Protocol (RDP) (maximum 20 characters).
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e Administrator password: Password of the Windows administrator account. Must be at
least 12 characters long and contain at least 3 of the following:

® An uppercase character
® Alowercase character
® Anumber

® Asymbol (@%$!%*?&.)

® Re-enter administrator password: Re-enter the Windows administrator account
password for confirmation.

o Number of users: Target number of DataLoop users used to determine the size (vCPUs and
memory) of the VM. The size can be easily modified afterwards in the Azure portal.

® Storage option: Disk storage capacity of the SSD disk used to store the DataLoop database.
The storage capacity can be increased in the Azure portal. When choosing the Azure blob
storage option, the PolyWorks workspaces and PolyWorks | Inspector projects are saved to
an Azure blob container which will be created during deployment. This option requires the
Owner or User Access Administrator roles in Azure. Note that it is easy to migrate from
FILESTREAM to Azure blob storage at a later date.

e Enable access to the VM via Remote Desktop: To access your VM using Remote Desktop
connection (RDP inbound rule), you must specify an IP address. This setting can be easily set
later. To get your current public IP address, go to: https://www.whatsmyip.org/

® Restrict access to DataLoop (HTTPS): To protect your DataLoop environment from
unwanted traffic, you can specify an IP address. To get your current public IP address, go to:
https://www.whatsmyip.org/

Azure

Specify the following information regarding Azure:

e Server location: Azure server location where the resources will be located. For network
performance (latency), please select the location closest or central to your DataLoop users.

e Subscription ID: Subscription ID of your Azure subscription. Can be found in the overview
of your subscription.

IM-Azure DevTest *

Subscription
|/"3 Search | « ]ﬁ[ Cancel subscription / Rename —> Change directory —2 Switch Offer }'3? Feedback
Overview A\ Essentials

E Activity log Subscription ID : ESE—

A Access control (IAM) Directory : InnovMetric Logiciels inc. (innovmetric2.onmicrosoft.com)
My role . Owner

@ Tags o
Offer : Pay-As-You-Go

&2 Diagnose and solve problems
Offer ID e

Q Ssecurity o
Parent management group weliis R

Events
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e Tenant ID: Tenant ID of your Azure account. Can be found in the overview of the Azure
Active Directory service in your Azure account.

Overview Monitoring Properties Tutorials

Basic information

Name InnovMetric Logiciels inc. Users 1,596

Tenant ID = Groups 649

Primary domain innovmetric2.onmicrosoft.com Applications 41

License Azure AD Premium P2 Devices 2,002
Licensing

Specify the following licensing information:

e DatalLoop License ID: Your PolyWorks | DataLoop license unique ID provided by
InnovMetric.

e Confirmation Email Address: A confirmation email will be sent to this email address.

1. Click Deploy to start the deployment. After accepting the terms of use, a message box with
a loading symbol will be shown during the operation. If any error occurs, the details will be
displayed in that message box. It takes between ten (10) and fifteen (15) minutes to
complete the operation.

2. Atone point you will need to log in to your Azure account on Microsoft identity server.
Simply copy the code displayed and click on the URL shown. You will have to paste the code
and enter your Azure account credentials.

Login

Log in with this URL and
paste the code below when
asked:

https #/microsoft com/devicelogin

RLEMTTJ8H

PolyWorks | DataLoop for Azure - Installation Guide
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3. Atthe end, the URLs to access your environment will be displayed alongside some useful
information.

Deployment Results

g Lo necr ! evoIUSU
Connection to : 901.centralus.cloudapp.azure
Trying to connect /dev010901. centralus. clouda
htt ev010901. centralus. cloudapp. azure. com/dataloopcor
Trying to connect to : htt /dev010901. centralus. clouda
https +010901. centralus. cloudapp. azure.com/dataloopcor
Trying to connect to : el 01.centralus.cloudap
htt 10901. centralu sudapp . azure. com/dataloopcor i a a is responding : Healthy
Trying to connect to : /010901. g = zure . com,/pe o on
v010901. r Toudapp. azure. com, rk content is: {
minor . "hotfi , }, "build , "month "

iecember™,

-You-Go S

.Commands . SqlvirtualMachine.SqlvirtualMachine.Model . AzureSqlvMModel

"Updating the entire set of tags with 'Delete’ operation” on target
b942-8130889858fd, ur ceGroup:
rtualMach ev010901WM".
TagResource
Tags deleted.
ending provisioning information to epatenaude@innovmetric.com...
= etric.com

|DataLoop Core Administrator URI centralus.cloudapp. ataloopcore/admin
Polyworks Metrology Suite Dataloop connection server hostn dev010901. centralus . cloudapp
PolyWorks |DatalLoop Web Interface URL: https: 010901. central cloudapp.azur

Remote desktop connection: dev010901.centralus.cloudapp.azure.com:3389

with the username dladmin and your chosen password
allowed from 207.2 242 IP addr

, output file
Logs\PowerShel1_transcript.dwOsdwk0003V2. IMuKOYsG. 20230109150034 . txt

== Execution Completed =

A new resource group is automatically created using the name of the virtual machine:
rg-dlenv-{VM Name}. This resource group includes all the required Azure resources for the
DataLoop server environment (VM, disks, networking, etc.). When the Azure blob storage
option is selected, a second resource group named rg-disto-{VM Name} will be created for
the Azure container.
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3. Configure PolyWorks|DatalLoop

1. Connect to PolyWorks | DataLoop Core Administrator through your standard Web browser
(Chrome recommended) by entering the URL displayed previously
(e.g.: https://dataloopenv.canadacentral.cloudapp.azure.com/dataloopcore/admin).

2. Log in with the default PolyWorks | DataLoop administrator account: Username: Admin,
Password: PleaseChangeMe!123

3. Edit the Admin user to modify the password.

4. Add some users. Note that only DataLoop accounts are available by default.

Connection: Admin | localhest | dic

Add users
New users log in to DataLoop using
() Windows Active Directory account

@® DataLoop account

Username

fjsmith

Password

Display name

John Smith

Email

jsmith@mycompany.com

Active

Active users can log in and be used in ['E'ELG[\P

|_| DataLoop administrator

Administ complete s on the data stored in DatalLoop

users, secu

Add user Cancel

PolyWorks | DataLoop for Azure - Installation Guide
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5. Inyour desktop PolyWorks | Metrology Suite installation, choose Tools > Options to display
the Workspace Manager Options dialog box. On the PolyWorks | DataLoop page, add a

Connection.

3 Workspace Manager Options

Search

| dal 81 [ Manage PolyWorks data using DataLoop
g_e"’lel'a‘ [ Prompt to upload changes when closing a workspace
- Display
- Default Names Free up Local Disk Space...
= Polygonal Models
- PolyWorks|DataLoop Connection -
Eﬂ;‘ﬁ;ﬂ(sﬁaﬂwsman Active connection: | Default L

Performance troubleshooting

Enable the DataLoop profiler

Y Add Connection 7 x

Connection name: | MyAzure Server |

Serverhostname:  |dlserver.centralus.cloudapp.azure.com |

Dataloop API URL: -Emps:f/d\server.oedrah.ls.doudepp.azure.com/da{alcupcurefé| >

Test Connection |

Log in using:
(O Cument Windows session credentials

(O Authentication via Web browser

A 0 concet ||
[ ok ] Cancel [ Aoy |

6. You cannow login PolyWorks | DataLoop using one of the previously created users and start
uploading some PolyWorks | Inspector projects and pieces.

¥ Connection ? bt

Active connection: f:!

Uzemame: |i5mi‘th |

Password: |ouuuooo.| |

Work Offline Close

7. Login to PolyWorks | DataLoop Web Interface by visiting the
https://YourDataLoopBaseURL/polyworks/dataloop page
(e.g., https://dataloopenv.canadacentral.cloudapp.azure.com/polyworks/dataloop/), using
one of the previously created users and review the project you uploaded.

PolyWorks | DataLoop for Azure - Installation Guide
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You can also access PolyWorks | DataLoop Web Interface on your mobile using your default
mobile browser or with the Apple application.

{2) Search results - PolyWorks|Datal X =+
prild=nUHOC/HKEe2WIeRUEG]fdweitab... 15 Yt W &

& > C @ epprd011001.centralus.cloudapp.azure.com/polyworks pi4 hResult html h=

i g <- 3 ®-

© Summary

Inspector Project

@ Data-Loop Da

Filters
No. of pieces: 99999 |

Piece properties

Review inspection

O Approval status - "
Inspector Project
A
 Statistics
Approved/Rejected pieces
>
Groups
Group by | sel -
Undefined

~ Project properties

: Workspace 5
Inspector Project

Worksp:
Projec
Number of pieces: 1
v Piece properties (latest piece)

piecel
s: Undefined

Piece

Approval
Last modifica
d
D 2023/01/11

Time: 14:16:44

i 2023/01/11 14:17:29

« Upload message (last modified piece)

2023/01/1119:17:34
test

Clear Apply
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Custom configurations and software
upgrade

Maintenance

You can easily adjust any configuration as detailed in the PolyWorks | DataLoop Core IT
Administrator Guide. To do so, simply log on to the PolyWorks | DataLoop VM using Remote
Desktop Protocol (RDP), as detailed in the FAQ section.

SQL Server login

By default, the SQL Server service account uses the SQL Server login dataloopadmin (password:

PleaseChangeMe!123). This account has administrator rights on the databases. We recommend
that you change the password in the Microsoft SQL Server Management Studio even though it
cannot be used to access the SQL Server databases from outside the VM.

PolyWorks | DataLoop for Azure - IT Administrator Guide
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5. PolyWorks|DatalLoop for Azure
Frequently Asked Questions (FAQ)

The following sections provide common questions and answers for PolyWorks | DataLoop for

Azure.

1. How can | login to the PolyWorks|DataLoop VM using Remote Desktop Protocol

(RDP)?

1.1 Inyour Azure portal, go to the Azure resource corresponding to your

PolyWorks | DataLoop VM:

() rg-epprd011001  »

Resource group

[ search « + Create 8% Manageview \/ [i] Delete resource group () Refresh L ExporttoCSV 5 Open query

() overview A Essentials
B Activity log Subscription (move) : PW-Azure DevPrescient

A3 Access control (1AM) Subscription 1D : 7b370b15-56e0-432a-b942-8130889858fd
€ Tags Tags (edit) + Click here to add tags

1. Resource visualizer
Resources  Recommendations

Events
Settings [ Fitter for any field Typeequalsall X  Location equalsall X o Add filter
2 Deployments Showing 1to 8 of & records. [_] Show hidden types ©
© Ssecurity
[ Name
B Policies

[ B8 eppraoricor
[ B epprdotiootvm
[ BA epprdotiootym

[ @ epprd011001vM _lun_0_2_ccf8a740b2c6471d8d243955¢3bf3915

1! Properties

B Locks

Cost Management
Cost analysis [0 8 epprd011001vM_OsDisk_1_3295ab04313640f0bScd2ac68e194bfb

Bl Cost alerts (preview) [ 4> epprdo11001vnet

© Budgets [J @ rg-eppraot100tint

@ Advisor recommendations O @ rg-epprotiootnsg

1.2 Identify its DNS name:

K2 epprd011001VM 2

Virtual machine

« comect~ D> san @ et [l sop & Capre [ Delete () Refresh

emyode

A Essentials
@ Activity log

Resource group (move) : rg-epprd011001
£ Access control (IAM)

O Openinmobile [ cLi/Ps

Status Running

@ T Location Central Us

& Diagnose and solve problems Subscription (move)  : PW-Azure DevPrescient

Settings Subscription ID TS
Networking Tags (edit) dns : epprd011001. lus.cloud: i license
Connect
Windows Admin Center Properties  Monitoring Capabilities (8) Recommendations  Tutorials

&

F

LY

& Disks 3 virtual machine
<]

o

@

Size Computer name epprd011001VM
Microsoft Defender for Cloud Health state
Advisor recommendations Operating system Windows (Windows Server 2019 Datacenter)
. . : Publisher
i) Extensions + applications
Offer
4 Continuous delivery
Plan
= lity + scal
Availability + scaling VM generation v
& Configuration VM architecture x64
% Identity Agent status Ready

1

w

A7 Feedback

Export template [} Open in mobile

Deployments : No deployments

Location  : Central US
Type v Location 1
Public IP address Central US
Virtual machine Central US
SQL virtual machine Central US
Disk Central US
Disk Central US
Virtual network Central US
Network Interface Central US
Network security group Central US
Operating system  : Windows (Windows Server 2019 Datacenter)
Size : Standard B2ms (2 vcpus, 8 GiB memory)
Public IP address 104.43.128.203
virtual : epprd01100 11001subnet
DNS name epprd011001.centralus.cloudapp.azure.com
@ Networking
Public IP address 104.43.128.203
Public IP address (IPv6)
Private IP address 192.168.1.4
Private IP address (IPv6)
Virtual network/subnet epprd011001vnet/epprd011001subnet
DNS name epprd011001.centralus.cloudapp.azure.c
B3 size
Size Standard B2ms
VvCPUs 2

Invoke the Windows Remote Desktop Application on your host machine using the

DNS name of the VM as the Computer name. You will need the administrator

PolyWorks | DataLoop for Azure - Installation Guide
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2.

username and password specified when you deployed the PolyWorks | DataLoop
environment:
| &5 Remote Desktop Connection - X

Remote Desktop ‘
<) Connection

Computer: ‘ 4106101243 japaneast cloudapp azure.com

Username: None specified

You will be asked for credentials when you connect.

(x> Show Options Help |

How can | modify the language used in PolyWorks | DataLoop Web Interface?

2.1 Onthe PolyWorks | DataLoop VM, open in a text editor the "C:\Program
Files\innovMetric\PolyWorks DataLoop Web Interface Server\rest\appsettings.json"
file.

2.2 Inthe AppSettings section, set the Language parameter to the desired value and save
the file. Here is the list of all supported languages, the default one is English-en:

German DE
Japanese JA
Chinese Traditional ZH-rTW
Chinese Simplified ZH-rCN
Korean KO
Czech CS
English EN
French FR
Hungarian HU
Italian IT
Polish PL
Portuguese PT
Russian RU
Spanish ES

2.3 Restart the IS server by calling the iisreset command in a Windows command
prompt.

PolyWorks | DataLoop for Azure - Installation Guide
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